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The purpose of this study is to investigate the influence of different
dimensions of cyber security perception on university students’ attitudes
towards using a learning management system (LMS) and to what extent
these relationships can be moderated by Internet security awareness. To
accomplish this, an extensive review of technology adoption literature has
been conducted, and a theoretical model was presented. The study applied a
quantitative-based approach that used a survey questionnaire to collect 261
responses from college-level students in the Kingdom of Saudi Arabia. To test
the research model, the researcher used SmartPLS version 3 which applies
partial least squares-based structural equation modeling (PLS-SEM). Analysis
showed that perceived privacy, trust in the Internet, trust in the university,
and perceived cyber risk are key influencers factors on attitude and that all
these correlations are moderated by Internet security awareness except for
the association between trust in the university and attitude. The outcome of
the study contributes to academia by enriching the existing literature on
technology adoption in educational settings. The results also benefit
practitioners and policymakers in terms of enhancing the awareness of LMS
users which in turn leads to a better attitude towards system use.

© 2023 The Authors. Published by IASE. This is an open access article under the CC
BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

2011). They can also provide instructors with the
necessary tools to manage their courses in terms of

Due to advancements in online learning content delivery, assignment submission, group
technologies, many countries around the world have discussions, attendance tracking, and exams
incorporated such technologies into their assessment (Heirdsfield et al., 2011).

educational systems (Han and Shin, 2016). Trending
learning technology is the Learning Management
System (LMS) which is a web-based software
application that facilitates many teaching and
learning administrative tasks such as reporting,
discussion, exams delivery, sharing course materials,
and tracking activities (Khan, 2020). Many
universities and other higher education institutions
have made substantial investments in incorporating
LMSs into their strategic plans and teaching modes
in order to benefit from the wide range of smart
services and capabilities LMSs would bring about.
These systems are available to learners regardless of
their diverse lifestyles and circumstances, and they
are not restricted by time and place (Chawdhry et al,,
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Throughout the years, the domain of information
systems adoption has been extensively researched
and investigated in order to find out critical success
factors impacting users’ attitudes towards such
systems  (Vichitvanichphong et al, 2013;
Purarjomandlangrudi et al., 2015; Alfalah, 2021).
Under the umbrella of information systems comes
LMSs, and for them to be successful, universities and
higher education institutions must motivate students
and learners to adopt and incorporate LMSs into
their learning journey and process (Al-Fraihat et al.,
2020). The current literature pertaining to the
successful adoption of LMSs by college-level
students identified various factors leading to such
acceptance and adoption. For example, but not
limited to, user-friendly interfaces, organizational
support and self-efficacy (Zanjani, 2017); virtual
attractiveness and perceived admin presence
(Ghapanchi et al, 2020); social influence and
instructor role (Binyamin et al, 2017); perceived
usefulness (Akman and Turhan, 2017); perceived
ease of use (Saroia and Gao, 2019).
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However, since LMSs are dependent on Internet
services, concerns regarding using the Internet
should be adequately addressed. Many view the
Internet as a non-secure place due to the lack of
rules and official regulations as well as the low level
of user awareness, including college-level students
(Potgieter, 2019). Therefore, this study will
concentrate on some influential factors that are
related to Internet use concerns that impact
students’ attitudes towards adopting and using
LMSs. The aim of this study is to investigate the
impact of perceived privacy, trust in the Internet,
trust in the institution, and perceived cyber risk on
higher education students’ attitudes towards using
LMSs, and to what extent these relationships can be
moderated by Internet security awareness. The next
section provides a review of existing literature on
technology adoption in general and in educational
settings in particular; followed by the development
of a conceptual framework and hypotheses.

2. Related works

Technology adoption literature in educational
settings shows that the enormous amount of effort
and investment higher education institutions are
putting into the utilization and deployment of LMSs
has not been completely reflected in the students’
adoption rate of those systems (Ghapanchi et al,
2020). Many students are still negatively influenced
by various factors affecting their attitudes toward
LMSs. Reasons vary from individual and institutional
factors (psychological and managerial) to social and
cultural factors. For example, literature identified
perceived website assistance as a major player in the
willingness to adopt and use LMS (Zanjani, 2017;
Zheng et al., 2018). While good technical support
drives up the probability to adopt LMS, poor
technical assistance was found to be a major
hindrance to the successful adoption of LMS (Asiri et
al., 2012). Computer Self-efficacy is another factor
highlighted by researchers to have an impact on
positive attitudes toward LMS (Ghapanchi et al,
2020; Grandon and Pearson, 2004).

Similarly, within the literature on technology
adoption in developing countries, researchers have
identified multi-faceted factors influencing learners’
effective use of LMS. Yakubu and Dasuki (2019)
found that behavioral intentions are remarkably
influenced by effort expectancy and performance
expectancy  whereas facilitating ~ conditions
considerably impacted students’ actual use of LMS.
Findik-Coskuncay et al. (2018) applied technology
acceptance model (TAM) in their research and found
that perceived ease of use and perceived usefulness
along with other related constructs, including
perceived satisfaction, enjoyment, and interactivity
are of high importance. The previous review implies
that the literature includes an abundance of research
investigating a wide range of technology acceptance
models and theories, including TAM, the unified
theory of acceptance and use of technology (UTAUT),
the theory of reasoned action (TRA) and the
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extended UTAUT. Further, researchers have also
widely investigated trust dimensions, privacy issues,
and perceived risk within different areas of
technology adoption, such as e-government (Taiwo
et al.,, 2012; Choudrie et al., 2018; Alfalah, 2021), e-
commerce (Pavlou, 2003; Zanjani, 2017), and web-
based platforms (Swaak et al., 2009). However, only
a little research has been done studying the influence
of trust, privacy, and cyber risk in the literature on
educational technology adoption. Another gap in the
literature was identified; that is how Internet
security awareness would moderate the relationship
between trust, privacy, and cyber risk on one side
and attitudes towards using LMS on the other side.
Accordingly, this research will focus on studying
those factors by applying quantitative research
methods. The next section will discuss the
development of the study model and hypotheses.

3. Development of conceptual framework and
hypotheses

3.1. Privacy

The online environment has created notable
concerns with regard to users’ information privacy.
The concept of privacy refers to users’ right to be
free from unsanctioned intrusion; that is to have
control over what information is acquired and used
by other parties (Westin, 1968). The advancements
in the technologies of the online environment
whether in the form of electronic commerce or
online education, reflect the increased capabilities of
such technologies to collect, use, and store users’
personal information beyond the original
transaction (Liu et al, 2005). Therefore, a main
threat to users’ willingness to interact in the online
environment is their perceived concerns that their
personal information will be disclosed (Malhotra et
al,, 2004). Given the fact that e-LMS has been a major
part of today’s educational systems, the current
study proposes that:

H1: Greater levels of perceived privacy (PP) will be
positively related to attitudes toward using e-LMSs.

3.2. Trust

Further, trust factors have always been one of the
major issues hindering users from the constant
online presence (Alfalah, 2021) There are two
sources of having trust dilemma: Perceived lack of
security of online transactions, and doubts about
how wusers’ information will be handled by
institutions when submitted online (Bélanger and
Carter, 2008). Trust refers to “the expectation that
the promise of another can be relied upon and that,
in unforeseen circumstances, the other will act in the
spirit of goodwill and in a benign fashion toward the
trustor” (Grazioli and Jarvenpaa, 2000). Having
identified the significance of trust in online settings,
the current study model includes two trust factors,
namely trust on the Internet and trust in the
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institution. Those factors were proposed by
McKnight et al. (2002), which in turn used the
Theory of Reasoned Action TRA as a guiding
framework. This will help in understanding how
users’ (in this case students) perceptions of trust on
both the Internet and the institution providing the
service (in this case universities) will impact their
attitudes towards using e-LMS. Therefore, it is
proposed that:

H2: Greater levels of trust in the Internet (TII) will be
positively related to attitudes towards using e-LMSs.
H3: Greater levels of trust in the institution
(university in this case) TIU will be positively related
to attitudes towards using e-LMSs.

3.3. Risk

In addition to the aforementioned factors,
technology adoption literature highlights perceived
risk as a fundamental factor that influences users’
attitudes toward participating in online transactions.
The concept of risk reflects the possibilities of
attainments or losses (Warkentin et al, 2002). In
online settings, perceived risk is closely related to
the notion that the institution providing the online
service might treat users dishonestly and
fraudulently, taking advantage of the nonphysical
nature of the Internet. Perceived cyber risk also
reflects the degree to which users of online systems
have doubts with regard to unfortunate incidents
that might take place beyond their control (Pavlou,
2003). Accordingly, many users find themselves
reluctant to partake in online systems due to the
probability of cybercrimes, such as privacy breaches,
identity theft, and intellectual property violations
(Choudrie et al., 2017). Therefore, perceived risk is
also anticipated to have a great influence on
students’ attitudes toward using e-LMSs. This study
proposes that:

H4: Greater levels of perceived cyber risk (PCR) will
be negatively related to attitudes toward using LMSs.

3.4. Internet security awareness

Further, a student in traditional educational
settings, that is the physical environment, used to
worry only about their physical security. However,
this has considerably changed due to technological
advancements and the modern impersonal nature of
many educational systems around the world, which
has brought about many challenges and worries
regarding the newly imposed cyber security
concerns (Rezgui and Marks, 2008). Further, being
aware of such concerns is rather critical for higher
education students in particular due to their lengthy
online presence. This extensive online presence has
made university students targets of phishing attacks
and information privacy violations. This is
particularly true for students who participate
extensively in e-LMS activities, such as online classes
and discussion forums. As a result, the matter of
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Internet security awareness has become of extreme
importance to be discussed at university level
education. Internet security awareness reflects the
degree to which Internet users have the necessary
knowledge to guard themselves against suspicious
activities while present in cyberspace (Gurung et al.,
2008). This knowledge includes awareness of the
importance of using security controls, such as
patches and updates, antispyware and personal
firewalls, etc. Therefore, security awareness is not a
synonym for training, it is only to keep security at
the forefront of Internet users in order to keep
threats to a minimum (Bada et al, 2019).
Unfortunately, lack of awareness was found to be a
major factor behind Internet wusers’ lack of
information security knowledge (Aldawood and
Skinner, 2018). It was also found in technology
adoption literature that increased perceived risk
within the online environment is a direct result of
the lack of awareness of privacy protection
significance (Gurung et al., 2008). Therefore, in order
to investigate the role that Internet security
awareness might play in shaping students’ attitudes
toward using e-LMS, it is proposed that:

H5: The relationship between PP and attitude (ATT)
is moderated by Internet security awareness (ISA),
and the tendency for PP to be positively related to
ATT will be significantly more pronounced when ISA
is high rather than low.

H6: The relationship between TII and ATT is
moderated by ISA, and the tendency for TII to be
positively related to ATT will be significantly more
pronounced when ISA is high rather than low.

H7: The relationship between TIU and ATT is
moderated by ISA, and the tendency for TIU to be
positively related to ATT will be significantly more
pronounced when ISA is high rather than low.

H8: The relationship between PCR and ATT is
moderated by ISA, and the tendency for PCR to be
negatively related to ATT will be significantly
dampened when [SA is high rather than low.

Based on the hypotheses presented above, Fig. 1
depicts the conceptual framework for this research.

3.5. Research design

This study adopted a quantitative approach in
which an online-based survey questionnaire was
distributed among undergraduate students from
different public universities in the Kingdom of Saudi
Arabia in May 2021 during the COVID-19 pandemic.
The questionnaire consisted of two main parts. The
first part collected the respondents’ demographic
information whereas the second part was based on a
5-point Likert scale in which 5 represents (strongly
agree) and 1 represents (strongly disagree). To
examine learners’ attitudes toward using LMS, the
questionnaire included 20 measurement items. As a
result, 298 responses were received, of which 261
responses were considered valid to be included in
the analysis.
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Fig. 1: Research model

4. Data analysis
4.1. Measurement model

To measure the reliability of the model, three
widely used tests are used, namely Cronbach’s Alpha,
Composite Reliability, and Average Variance
Extracted (AVE) (Litwin and Fink, 1995). Cronbach’s
Alpha and Composite Reliability gauge the internal
consistency of tests by determining the degree to
which the indicators of the scale measure the same
factor in which a value of 0.7 is considered adequate
for both measures (Tavakol and Dennick, 2011;
Henseler et al, 2009). Accordingly, as shown in
Table 1, all constructs have met the criterion except
for Perceived Privacy with a Cronbach alpha value of
0.665, which is very close to the threshold value of
0.707; therefore, it doesn’t affect the validity of the
construct. In addition, factor loadings were also
calculated to further establish the constructs’
validity. They are indications of the extent to which
each item correlates to its construct. A value of 0.7 is
considered sufficient, which is met by all this study’s
items (Table 1) (Henseler et al., 2009).

Further, to establish the convergent validity of
constructs, the AVE test is applied to check whether
the items of a construct explain more variance than
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the items of the other constructs (Zait and Bertea,
2011). Table 1 shows that all constructs have met
the satisfactory level of 0.5 for AVE. As for
discriminant validity, Table 2 shows that criterion is
met in all the instances because the square root of
AVE of each construct was greater than its cross-
correlation with the other constructs.

4.2, Structural model and hypotheses testing

To test the model presented in this study, the
researcher used SmartPLS version 3 which applies
partial least squares-based structural equation
modelling (PLS-SEM). Fig. 2 depicts the path
coefficients between the explanatory variables and
the dependent variable. Based on these standardized
regression coefficients, the proposed hypotheses
were supported (H1, H2, H3, H4) indicating a
significant impact of the independent variables on
the dependent variable attitude. Further, Figs. 3, 4,
and 5 show the moderation effect of ISA on PP, TII,
and PCR toward ATT respectively. Based on these
results, H5, H6, and H8 were supported. On the other
hand, H7, which proposed the existence of a
moderation effect of ISA on TIU towards ATT, was
not supported.
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Table 1: Reliability and validity measurements

Construct Item Factor Loadingl Cronbach alpha2 Composite reliability3 AVE4
PP PP1 0.887 0.665 0.758 0.536
PP2 0.779
PP3 0.921
TIU TIU1 0.944
TIU2 0.840 0.912 0.936 0.785
TIU3 0.845
TIU4 0.909
TII TII1 0.896 0.849 0.906 0.764
TII2 0.926
TII3 0.793
PCR PCR1 0.886 0.784 0.851 0.729
PCR2 0.683
PCR3 0.913
PCR4 0.881
ATT ATT1 0.894 0.891 0.932 0.821
ATT2 0.909
ATT3 0.916
1=Satisfactory if>=0.7; 2=Satisfactory if>=0.7; 3=Satisfactory if>=0.7; 4=Satisfactory if>=0.5
Table 2: Discriminant validity
Construct ATT PP TII TIU PCR
ATT 0.906
PP 0.521 0.732
TII 0.405 0.128 0.874
TIU 0.227 0.232 0.732 0.886
PCR 0.306 0.439 0.562 0.363 0.787

In addition to path coefficient analysis and critical
p-values, Table 3 presents the Coefficient of
Determination (R2), which provides an idea of the
extent to which independent variables within a
model can explain the dependent variable. In terms
of this study, R* (ATT)=0.702, indicating that

approximately 70% of the variability within higher
education students’ attitudes toward using Learning
Management Systems can be explained by the model,
which is considered sufficient explanatory power
(Hair etal., 2011).

i/

H

i

P***

;

H1:0.483%**

2:0.507***

H3:0.185%**

ATT

H4:0.253%**

<

0.01

Fig. 2: Structural measurement model
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Table 3: Hypothesis testing

# Hypothesis Path coefficient t-value p-value Result
H1 PP-->ATT 0.483 11.033 0.000*** Supported
H2 TI-->ATT 0.507 5.920 0.000*** Supported
H3 TIU-->ATT 0.185 2.459 0.014** Supported
H4 PCR-->ATT -0.253 4.623 0.002%** Supported
H5 PP*ISA->ATT 0.216 2.511 0.012** Supported
Hé6 TI*ISA->ATT 0.383 4.702 0.000%** Supported
H7 TIU*ISA->ATT 0.024 0.833 0.229 Not supported
H8 PCR*ISA->ATT 0.155 2.169 0.013** Supported

R? (ATT)=0.702; P*<0.1 P** <0.05 P*** <0.01
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2 -
15 4
1
Low PP High PP
Fig. 3: The moderation effect of ISA on PP*ATT
5 -
45 -
y=178x+0.564
4 -
Moderator
3.5 A
E 3 4 g oW ISA
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25 1 el High ISA
2 -
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Fig. 4: The moderation effect of ISA on TII*ATT
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4.5 -
4 -
25 | y=-0.196x + 3.528 Moderator
=
< 3 - u
g oW [SA =il High [SA
2.5
5 y=-0.816x +3.99
1.5 4
1
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Fig. 5: The moderation effect of ISA on PCR*ATT

5. Discussion

This study was conducted to accomplish two
main objectives. The first objective is to investigate
the impact of the factors of perceived privacy, trust,
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and perceived cyber risk on the attitude of college-
level students toward using LMS. The second
objective is to understand the role of Internet
security awareness in moderating the relationship
between previously mentioned factors and attitude.
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According to analysis, perceived privacy showed a
significant positive effect on attitude towards use
which comes in accordance with existing literature
on technology adoption in educational settings
(Zanjani, 2017; Singh and Miah, 2020). This indicates
that learning systemsthat give students reasonable
control over privacy settings, such as anonymous
posting is likely to encourage them to be actively
engaged in the learning process.

Further, trust in the Internet was found to have a
considerable impact on learners’ attitudes to use
LMS. This is not surprising since the literature on
technology adoption in general and in educational
settings, in particular, has comprehensively
discussed how Internet-based trust influences users’
attitudes (Choudrie et al, 2018; Almaiah et al,
2020). As mentioned previously, the Internet is
considered an unsafe place to the degree that many
users are reluctant to participate in online activities.
Successful adoption of any technology is directly
related to building trust in the channel that provides
the service. Thus, for learners to view an LMS as a
trustworthy technology, they must first believe that
the mediator carrying out the process is trustworthy
and safe (Shapiro, 1987). Similarly, trust in the
institution (university) also showed significance
regarding learners’ attitudes to using. This outcome
has been previously confirmed not just in higher
education settings (Saroia and Gao, 2019) but also in
similar settings, such as e-government and e-
commerce (Gurung et al., 2008; Bélanger and Carter,
2008). When a user engages in online activity or
transaction, this usually means he or she considers
the party providing the service as a reliable entity in
terms of integrity and capability. Therefore, part of
the successful adoption of LMS is derived from
students’ beliefs that their universities and
educational institutions are capable of providing
robust, secure, credible, and up-to-date online-based
services and transactions.

In addition, perceived cyber risk showed a
significant negative impact on students’ attitudes to
use LMS. Higher education institutions are
constantly subject to cyber-attacks that may cause
disruption of their services and jeopardize students’
valuable data (Chapman, 2019). Such cyber risks can
be mitigated by incorporating them into their
governance and management strategies and plans
rather than addressing them solely from a technical
viewpoint. When the institution has a well-
established and robust strategy and plans regarding
possible cyber risks, the trust of stakeholders
increases which in turn mitigates their perceived
cyber risk when engaging in online-based systems.

This study also found that Internet security
awareness plays a considerable moderating role. For
example, Figs. 3 and 4 indicate that the tendency for
PP and TII to be positively related to ATT is
significantly more pronounced when ISA is high
rather than low. When students have the necessary
knowledge to protect themselves against cyber-
attacks and privacy violations, their attitudes toward
using LMS will be positively influenced. Comparably,
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when their level of awareness of Internet risks is
high and their ability to apply protection tools and
mechanisms is reasonable, their perceived cyber risk
will have a less negative influence on their attitude
towards LMS (Fig. 5). On the other hand, ISA did not
show any moderating effect on the relationship
between trust in the university TIU and attitude ATT.
In this regard, it seems that believing the university
is capable of carrying out and running online
learning systems and that it will always serve
students' best interests is only influenced by
whether this is true or not regardless of any other
external variables.

The first implication of this research is the
validation of the applied conceptual model. The
literature on learning technology adoption lacks
studies focusing on the different dimensions of cyber
security perception and how they might influence
attitudes. This study also provides a deep
understanding of the significance of Internet security
awareness ISA as a moderating variable within the
model. Therefore, policymakers and higher
education officials can use this result and focus on
enhancing the awareness of LMS users which in turn
should lead to a better attitude towards engaging in
such online-based learning systems. Further, both
systems developers and university management
should build trust in LMSs by practically convincing
students of their capability of building robust and
secure systems in one hand and keeping the best
interest of students throughout the different
processes and activities.

6. Conclusion and future research

This study was conducted with two main
objectives. The first was to investigate the perceived
security and trust factors that influence the attitudes
of higher education students in terms of LMS use.
The second was to understand the role of Internet
security awareness in moderating the relationship
between the aforementioned security and trust
factors and attitudes. 8 hypotheses were proposed
based on the theoretical model which was
empirically tested using partial least squares-based
structural equation modelling (PLS-SEM). The study
adopted a quantitative-based approach that used a
survey questionnaire as the research instrument for
data collection resulting in 261 responses from
higher education students being collected. Results
confirmed 7 out of the 8 proposed hypotheses. PP,
TII, TIU, and PCR all showed significance in shaping
the attitude of college-level students toward using
LMS. Results also confirmed the considerable role of
ISA in moderating the attitude of learners. Only H7
was not supported by the analysis in which ISA
showed no moderating effect on the relationship
between TIU and ATT.

The researcher is aware of the limitation of this
study. First, the study was conducted only in Saudi
Arabia; thus, the outcome cannot be generalized to
other contexts. Second, although the sample size was
somewhat reasonable, a larger sample size would
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have offered an even deeper understanding of the
topic. Lastly, the study did not include other
important contextual variables (e.g. level of Internet
use experience, years of LMS use, etc.) in the analysis
which might provide clearer insights and
explanations about users’ cyber security perception.
For future research, this study can be expanded into
other geographical contexts with a larger sample
size to get a broader understanding of the topic.
Future research could also contribute by adding
important contextual variables to the analysis which
were not included in this study.
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