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The Internet of Things (IoT) is increasingly becoming a major component of 
contemporary societies and the next stage of the Internet’s development. Its 
applications have touched several aspects of our lives, including health, 
economy, technology, education, environment, and transport. In addition, 
recent research shows that interest in the IoT is increasing, driven by the 
potential benefits that it brings, such as improving efficiency and 
productivity, saving time and effort, staying connected, better health services 
and care, improved safety and security, automation and control among other 
benefits. However, despite these advantages and due to the infancy of the 
IoT, research around this topic is still evolving, and more needs to be done to 
understand this paradigm of technology. This paper aims to review current 
applications and challenges associated with its adoption. It provides insights 
into current applications of the IoT in different domains, including smart 
cities, health care, smart agriculture, smart water management, retail, logistic 
and product lifetime management, smart living, public safety and 
environmental monitoring, and the IoT for physically challenged persons. 
Concerning the challenges, the study discusses issues related to 
confidentiality, security, and privacy, data management, machine-to-machine 
communication, interoperability, reliability, availability and robustness, 
technological architecture issues, and standardization. Finally, the study 
concludes with a summary of the findings and suggestions for future 
research. 
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1. Introduction 

*The Internet is defined as a network of connected 
computers that communicate by linking entities and 
producing information. The Internet of Things (IoT) 
is the next generation of the Internet that integrates 
different ranges of technologies such as sensory, 
communication, networking, and intelligent 
technologies for the purpose of handling and 
processing information (Li et al., 2016). The power 
of the IoT does not only consist of remote control. 
Another important benefit of connecting objects is 
the possibility for smart objects to access any kind of 
information through the Internet, information that 
can be exploited to improve the service offered to 
end-users (Husein, 2019; Righetti et al., 2018). The 
networking giant's latest mobile Visual Networking 
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Index (VNI) forecast estimates that there will be 
more than 12 billion connected mobile devices 
across the world by 2022, up from nine billion today 
(Dhanda et al., 2019). 

The Internet is continuously developing as 
expected, but recently it has developed additional 
than merely a connected grid of workstations, but a 
network of many devices (Husein, 2019). The IoT 
functions as a network of different ‘connected’ 
devices, or a network of networks (Miraz et al., 
2018), as revealed in Fig. 1. Currently, appliances 
such as smartphones, vehicles, industrial systems, 
healthcare appliances, cameras, toys, buildings, 
home appliances, industrial systems, and countless 
others can all make up part of the information 
shared in excess of the Internet. Irrespective of their 
dimensions and utilities, these policies can perform 
industrial reformations, tracking, locating, 
controlling, real-time monitoring, and process 
controlling. There has been a significant increase in 
Internet-enabled devices. Even however its 
furthermost important commercial result has been 
in the personal microchip technology field, seen in 
the rebellion of smartphones and wearable devices, 
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such as watches and headsets, joining persons has 
become simply one part of a higher movement 
towards the fusion of the digital and physical worlds 
(Husein, 2019). The IoT is projected to continue 
expanding its influence, which will affect the 
appliances and utilities that it can track. This is 
obvious from the uncertainty in the appearance of 
‘things,’ which makes it challenging to plan the 

increasing limits of the IoT (Husein, 2019). The IoT 
marks the first real evolution of the Internet. This 
paper aims to review current applications and 
challenges associated with IoT adoption. Section 2 
discusses elements of the IoT’s potential 
applications. This is followed by Section 3, which 
discusses various IoT challenges and issues. Finally, 
a conclusion is drawn in Section 4. 

 

 
Fig. 1: IoT as a network of network (Husein, 2019) 

 

2. Prospective application domains of IoT 

The number of IoT applications is progressively 
growing and promises to bring immense value to our 
lives. With newer wireless networks, superior 
sensors, and revolutionary computing capabilities, 
the IoT could be the next frontier in the race for a 
share of the wallet. The following is a discussion of 
the potential applications of the IoT that can be 
applied in many areas. 

2.1. Smart cities and urbanization 

The number of IoT applications for smart cities is 
gradually increasing. Progressively more cities are 
installing sensors and actuators to hypothetically 
implement all the actions that are voted for in the 
city. Such strategies classically connect using end to 
end wireless connections and generate a kind of 
passageway system saturating the city. Eco-friendly 

observing, traffic monitoring, smart parking, smart 
following, and hands-on sensing are some of the 
unbiased collection applications previously applied 
in many cities. A brief summary of these applications 
is provided below, emphasizing their benefits for the 
populace but also highlighting their possible fears. 
Due to space limitations, a limited number of 
applications are mentioned (Kumar et al., 2019). 
According to Sodhro et al. (2018), IoT provides an 
essential aspect of the elegance of cities and 
improving their overall structure. Some aspects of 
the utilization of the IoT in constructing industrial 
cities consist of industrial construction, traffic 
jamming (Woznowski et al., 2016; Soomro et al., 
2018), waste management (Mahmud et al., 2018), 
industrial transportation systems (Woznowski et al., 
2016), industrial lighting, industrial car parks, and 
town maps. These may comprise seemingly different 
functionalities, for instance, observing existing car 
park spaces inside the town, observing phenomena 
and the measurable conditions of links and 
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buildings, placing rigorous checking devices in 
houses in sensitive parts of cities, and detecting 
numbers of walkers and means of transportation. An 
artificial intelligence (AI) collective using the IoT has 
the ability to report on important challenges 
modeled by some city groups, which consist of traffic 
organization, healthcare, energy disasters, and 
several other issues. This can improve the lives of 
the residents and businesses in a smart city. Before 
diving into the joining part, let us discover some of 
the mechanisms of smart cities. A smart town has 
countless use cases for AI-driven IoT supported 
technology, from conserving an improved 
environment to enhancing community 
transportation and security. The application of the 
IoT to accomplish smart cities would require 
systematic radio-frequency identification. According 
to Husein (2019), being equipped with interrelated 
devices and actuators is a component of a machine 
that is responsible for moving and controlling a 
mechanism or system to observe any activity inside 
a building. Most actions will be computerized based 
on data collected by sensors and/or inclinations 
communicated by the user or concluded by the 
classification itself. 

2.2. Medical care 

The IoT healthcare network or the IoT network 
for health care (hereafter ‘the IoThNet’) is one of the 
main components of the IoT in health care. It 
supports access to the IoT’s strengths, facilitates the 
communication and treatment of medical data, and 
enables the use of healthcare-tailored 
communications. As shown in Fig. 2, this section 
discusses the IoThNet topology, architecture, and 
platform (Zhu et al., 2010). It should be seen that the 
planned architectures in Grønbæk (2008) and Dagar 
et al. (2018) can be well-thought-out as a good 
starting point for a growing understanding of the IoT 
network. Healthcare organizations in several 
countries are not capable, in their resources and 
training, and can make mistakes. This can efficiently 
be transformed with the application of smart 
strategies that can be computerized and upgraded 
through equipment. Further, equipment that 
simplifies processes effortlessly, such as reporting 
on the distribution of people and area, record 
protection, and distributing medicines, would go a 
long way in altering the medical field. 

 

 
Fig. 2: IoT healthcare network (IoThNet) (Čolaković and Hadžialić, 2018) 

 

IoT devices tagged with sensors are utilized for 
tracking the real-time position of the medical 
apparatus, such as wheelchairs, nebulizers, 
defibrillators, oxygen pumps, and other observing 
equipment. The placement of medical staff at diverse 
locations can also be examined in real-time (Sodhro 
et al., 2018). The use of the IoT in healthcare allows 
for the automation of processes that have previously 
taken time; these processes previously allowed 
human error. For example, nowadays, many 
hospitals use connected devices to control the 
airflow and temperature in operating theatres. The 
advantages of IoT in healthcare are seemingly 
endless, but these are just a few of the major 
benefits. The improvements in the IoT and the 
Internet of Everything are, moreover, being drawn 
out slowly, as shown by the emergence of the 
Internet of Nano-Things (IoNT) (Husein, 2019; Miraz 
et al., 2018). As the label suggests about the concept 
of the IoNT, is actuality planned by incorporating 
nano-sensors in different substances (things) to 
make up nanonetworks. Healing deployment, as 

displayed in Fig. 3, is one of the first motivations for 
the development of the IoNT. 

2.3. Agriculture sector  

Smart agriculture is the application of several 
types of machinery and devices such as the Internet, 
cloud, and IoT devices (Kamienski et al., 2018a). As 
the population of the world is growing and it is 
expected to be around 9.7 billion by 2050, to nourish 
those billions of people, we must advance the 
production of food. On the other hand, the farmed 
land is being reduced because of various issues, 
including mechanization, commercial markets, and 
housing construction taking place on farmland. 
However, to feed those billions, we require an 
increase in agriculture, and this can be accomplished 
by using the IoT. Smart agriculture is also known as 
precision agriculture. The current farming situation 
is not appreciated by agriculturalists for many 
reasons, including pest attacks, plant sickness, lack 
of knowledge of vital supplements for the yields, and 
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numerous other difficulties. In order to remove these 
difficulties and make agriculture more profitable, 

smart, and approachable for agriculturalists, they 
need high-tech advancement. 

 

 
Fig. 3: The internet of nano-things (Husein, 2019) 

 

Old-style agriculture and precision agriculture 
are different from each other in every way. Old-style 
agriculture practices the old and outdated methods 
of cultivation, employing those ancient devices for 
work and planting regular crops without any 
evaluation of difficulties in the market, rates, or 
climate reports. Smart farming uses innovative 
technologies, including smart connected devices, IoT 
devices, the Internet, communication, and the 
periodical evaluation of many factors, such as the 
best circumstances for vegetables to grow, what 
nutrients are required, soil excellence, and water 
superiority checks. Smart agriculture makes 
agriculture easy and inexpensive (cost-effective), 
reduces labor costs, increases harvest yields, and 
delivers healthier production. As discussed by 
Husein (2019) and Veena et al. (2018), the IoT has 
the capability of supporting the improvement of the 
agricultural sector by investigating soil humidity 
levels and, in the case of wineries, observing the 
stem diameters. The IoT would enable agriculturists 
to maintain and control the number of vitamins set 
up in farming yields and to control microclimate 
circumstances in order to create the best growth and 
excellence of root vegetables and fruits. Additionally, 
considering the current climate circumstances, the 
IoT would allow for the prediction of incoming rain 
or snow, deficiencies, and wind variations, thus 
allowing for temperature and moisture levels to be 
adjusted to stop fungus and other microbial 
pollutants. 

2.4. Smart water management 

A water shortage is the absence of adequate 
existing water resources to meet the requirements of 
water usage inside a province, which is, according to 

the United Nations Development Programme, 
produced mostly by unsuccessful management of 
resources, disturbing around 1.2 billion individuals 
in various parts of the world. The IoT, as a system, 
comprehends countless possibilities to resolve 
severe problems in numerous aspects of our 
everyday life, including water shortages, via smart, 
instantaneous, and expected management. In each 
part of the water cycle, the IoT can be useful to make 
water resources healthier and achieve well-
organized and optimal outcomes. 

As clarified by Husein (2019), Veena et al. (2018), 
Kamienski et al. (2018b), and Kor et al. (2016), 
moreover, a town can be smart when they have 
homes that are also smart in terms of waste 
controlling, energy preserving, water preserving, 
and environment preserving. IoT equipment also has 
advantages in developing the maintenance and 
control of pumps on a systematic basis for correctly 
controlling the use of water. The SWAMP project 
progresses IoT-based methods and tactics for smart 
water control in the precision irrigation domain and 
guides them in Italy, Spain, and Brazil. IoT and other 
technologies are the accepted choice for smart water 
control applications, and the SWAMP project is 
predicted to verify the suitability of IoT in actual 
surroundings with the arrangement of on-site pilots. 

2.5. Supply chain, retail, and products 
management  

An original significant illustration of an 
industrialized IoT submission is managing the 
strategy and inventory series. RFIDs can be allocated 
towards substances besides recycled to recognize 
supplies and belongings, including clothes, fixtures, 
apparatus, foodstuff, and water (Villanueva et al., 
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2012; Borgia, 2014). Their usage supports efficiency 
in warehouses and trades and streamlining records 
by giving precise facts of the present record while 
decreasing record mistakes. The whole lifecycle of 
substances can be followed (Cai et al., 2014; Borgia, 
2014). For instance, RFID readers connected in the 
manufacturing plant enable the screening of the 
manufacturing procedure, and the tag can be marked 
out all over the whole inventory sequence (e.g., 
wrapping, shipping, loading, sale to the consumer, 
throwing away). Forward-thinking IoT systems, self-
possessed of RFID-furnished substances and shrewd 
devices tracing substances in actual, may help by 
substantially decreasing unwanted, thus reducing 
costs and enlightening turnover restrictions for both 
merchants and producers. According to Borgia 
(2014), an estimated 8.3% drop in sales has been 
predicted if drops keep on partly allowed of goods. 
Inadequate production and excessive production 
may decrease radically by using an accurate 
evaluation of desired substances, which can be 
conditional by investigating data composed by 
shrewd tags (Gruen et al., 2002). Additionally, the 
real-time investigation by sensors permits the 
classification of product decline procedures for 
foodstuff and water with dynamic significance. Such 
as confirming the bloom of decayable (e.g., fruits, 
root vegetables, icy food), devices may endlessly 
screen heat plus moisture privileged storage 
containers or freezers, and controllers may adjust 
these, creating ideal management of the enclosed 
food. In addition, product reliability may be 
improved with RFID founded validation 
developments. Supplementary fascinating IoT bids 
are smart supermarket run coordination. Such 
systems observe operators’ buying behaviors by 
tracing their portable phones and direct them in 
factories/superstores/malls to reduced items or 
service in loose expense processes (e.g., spontaneous 
check-out exhausting bionomics) (Borgia, 2014). 
Using the IoT also supports repairs and renovations 
because engineers can be sent to homes that forecast 
tool failures and, at the same time, periodic repairs 
can be automatically scheduled before there is an 
equipment malfunction. This can be attained through 
the installing of tags in classified equipment or 
technology to screen performance and occasionally 
guide information (Borgia, 2014; Tadejko, 2015). 

2.6. Smart living  

A smart living will incorporate the following: 
smart home computerization, protection, and 
security. Smart sensors can be employed to bring 
together important data about the home. For 
instance, smart sensors could save data about 
tenants and landowners’ temperature choices, 
followed by applicable variations. Samsung has 
launched the Smart Home Ecosystem, which 
connects home devices (e.g., TV set, home 
appliances, and smartphones) by means of a single 
incorporated platform. These devices can be 
organized by users with an application that connects 

the devices in a household. Samsung SmartThings 
Starter Kit offers the whole setup required to make a 
smart home. It is iOS, Android, and Windows Mobile 
friendly. The SmartThings Starter Kit offers the 
following functionalities: (i) home observation from 
everywhere; (ii) home control with an app; (iii) 
home safety and security from loss and threat; and 
(iv) scalability by developing hundreds of well-
matched smart devices to boost home 
computerization. Its components include a pivot to 
attach smart sensors, decorations, locks, cameras, a 
gesture sensor to observe effort in the home, a multi-
sensor to observe whether doors, frames, drawers, 
or garages are exposed or locked, an occurrence 
sensor to recognize when individuals, animals, and 
cars come to or leave home and a power channel to 
rheostat lights, electronics, and small appliances. The 
Smart Home Cloud API (Dastbaz et al., 2017) offers 
approaches to switch and display Samsung Smart 
Home operations. Through this Smart Home Control 
Service, a partner’s product can unite with numerous 
devices and provide better services to their 
purchaser. This service functions from end to end 
with cloud-to-cloud incorporation between the 
partner cloud and the Smart Home cloud. This is 
enabled by the running of numerous REST APIs by 
Samsung for associates, so they are able to 
coordinate with the Samsung Smart Home cloud. The 
body of the REST API utilizes a standard JSON 
certificate (called Smart Home Data), which means 
that associate developers are required to know the 
JSON document (Dastbaz et al., 2017). Besides this, 
smart homes are expected to evolve significantly and 
will be able to anticipate and meet the needs of their 
owners or occupants, even without being asked. For 
example, the AI devices will be able to know what 
music a person wants to hear at a certain time of the 
day and play it for them and will check their daily 
task schedule and reset the alarm daily according to 
this schedule. When the person wakes up, the 
bathtub will be prepared and filled with water that 
matches the person's body temperature. Also, Smart 
Home applications as one of the elements of smart 
cities are individually the most demanded 
application without question. Moreover, washing 
machines can permit one to monitor laundry 
distantly. Additionally, an extensive range of kitchen 
appliances can be reached via a smartphone, hence 
making it conceivable to regulate temperature, as in 
the case of a microwave. Microwaves that have a 
self-cleaning component can be checked easily as 
well. In terms of household security, the IoT can be 
useful for alarm arrangements, and cameras can be 
mounted to display and discover when windows or 
doors are opened, thereby stopping trespassers 
(Husein, 2019; Miraz et al., 2018). 

2.7. Public safety and environmental monitoring 

The objective of Native and nation-wide 
governments is to form a protected culture by 
ensuring community security and by designing crisis 
control precisely. The community sanctuary facilities 
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comprise the preservation of community order, the 
avoidance and defense of nations, and the protection 
of the community and private belongings. Disaster 
organization supports the people in planning for and 
handling natural or artificial tragedies, such as 
biological leaks, torrents, storms, earthquakes, 
cyclones, floods, and the loss of the electrical power 
network supply to an end-user. The IoT 
compromises elucidations for observing plus 
undertaking such disaster situations (Borgia, 2014). 
Statistics combined from security cameras placed 
inside the town and on individual legal resident’s 
strategies permit continuous cinematic observation 
and defensive observation facilities even though 
serving the forces as a mechanism for community 
direction in the circumstance of sporting occasions, 
harmonious shows, and politically aware gatherings. 
The security of isolated, in addition, community 
constructions (e.g., malls, workshops) can be 
protected with the use of device technology that will 
activate during disturbances. Crisis processes can be 
value-added and reinforced by custom IoT 
technologies. Presently, the emergency system is 
deficient in exact facts about disaster sites. Devoted 
devices and smart camcorder along with GPS and to 
communicate without using cables and wireless 
technologies providing real-time localization and 
tracking can be used to form a complete map of the 
event to forecast its trends (e.g., direction and/or 
speed of fire spread, major risk areas), and thus to 
establish a dynamic emergency plan to coordinate 
the rescue operations. Let's take an example of an 
intensity in an office block somewhere the entry is 

prearranged over and done with e-cards. If 
individuals have to put-down their individual access 
cards to cross the threshold of the building, the 
ladder man will identify the precise digit of persons 
in the construction and anywhere they are located (if 
the structure has a localization scheme) and are 
intelligent to escort people in the direction of the 
closest escape road or to escort firefighters to except 
stuck people. Furthermore, records from wireless 
cinematic cameras and other equipment installed on 
the firefighters’ helmets will deliver real-time 
statistics on the fire development to estimate the 
finest seepage routes and/or construction downfall 
time. Agitations are caused by habiliment sensors on 
firefighters (Borgia, 2014). 

2.8. IoT for physically challenged persons 

IoT can be fantastically helpful for resolving the 
difficulties of physically or specially challenged 
people in their everyday life. Innovative IoT-built 
Internet or network managed applications can be 
planned while observing the strategies of the 
Department of Empowerment of Persons with 
Disabilities (DEPwD) [Ministry of Social Justice and 
Empowerment], which has an ongoing Reachable 
India Campaign (Sugamya Bharat Abhiyan), a cross-
country movement to recognize universal suitability 
for Physically Challenged and Persons with 
Disabilities (PwDs) (Chaudhary et al., 2019). Fig. 4 
shows Figurative Depiction of Applications of IoT for 
Physically Challenged Persons. 

 

 
Fig. 4: Figurative depiction of applications of IoT for physically challenged persons (Chaudhary et al., 2019) 

 

3. IoT challenges 

The use and adoption of the IoT are likely to 
result in a number of challenging issues that need 
consideration. This is due to a number of factors, 
including the mushrooming number and type of 

devices and sensors, the vast amount of sensitive 
data generated by people and smart objects, and the 
growing number of emerging products and services 
affecting people’s daily lives (Dixit et al., 2015). 
Researchers have addressed various challenges and 
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problems associated with the IoT. The following is a 
discussion of these issues. 

 

3.1. Confidentiality, security, and privacy issues 

Security gaps that occur in traditional IT systems 
are likely to be present in the IoT environment but 
not addressed very well. Since IoT devices generate, 
collect and distribute a huge amount of data, and 
part of this data is about users and their behaviors, 
interactions, and habits, it is not surprising to find 
that security and privacy are some of the most 
important issues that need consideration (Dixit et al., 
2015; Padyab and Ståhlbröst, 2018; Xu et al., 2018; 
Husein, 2019). The adoption of new business models 
and applications that are based on the IoT requires 
robust security and privacy measures (Chaudhary et 
al., 2019). This is because the IoT is based on the 
existing wireless sensor networks (WSN); therefore, 
it inherits the common security and privacy issues 
associated with WSN (Husein, 2019). According to 
Weber (2010), four broad areas related to security 
and privacy requirements must be addressed, 
including resistance to attacks, data authentication, 
and access control, and client privacy. Similarly, 
other researchers have reported a number of 
security and privacy issues, including identification, 
confidentiality, integrity, non-repudiation 
authentication and authorization, cryptographic 
security services, trustworthiness, and the message 
integrity (Vermesan and Friess, 2013; Chaudhary et 
al., 2019; Husein, 2019). Furthermore, some 
researchers have addressed security and privacy 
issues from a legal perspective and suggested that 
data collection, sharing, and distribution via IoT 
sensors, applications, and networks must be 
conducted within existing policies, laws, and 
regulations, as there is a lack of laws at national and 
international levels that govern IoT practices 
(Weber, 2010; Ahlmeyer and Chircu, 2016; Ma et al., 
2018). 

3.2. Data management 

The nature of the IoT is dynamic and consists of 
different devices, sensors, platforms, and 
applications that operate across various networks. In 
addition, it generates, collects, stores, processes, and 
distributes huge amounts of data across different 
networks, which requires data management 
frameworks (Borgia, 2014; Padyab and Ståhlbröst, 
2018; Gruen et al., 2002; Alam and Al Riyami, 2018). 
Thus, the IoT requires dedicated data management 
techniques that fit with its nature. This is because 
traditional database management techniques lag and 
may not satisfy the complex nature and needs of an 
IoT environment that can span global networks 
(Gruen et al., 2002; Husein, 2019). At present, most 
frameworks apply an integrated system for 
offloading data and information that conducts 
computationally intensive tasks on a worldwide 
cloud platform. Thus, several researchers have 

proposed some IoT data management frameworks 
for different purposes. Gruen et al. (2002) have 
developed a distributed data management scheme 
for storing data in an industrial IoT environment. 
Furthermore, (Gruen et al., 2002) provided a data 
management framework that focuses on three key 
functions of handling data: data collection, data 
storage, and data processing. Moreover, Rao and 
Shorey (2017) have developed a data aggregation 
model based on device-to-device data transmission. 
Another issue related to data management is the 
availability of data center technologies to manage 
data. According to Padyab and Ståhlbröst (2018), 
there is a greater need for different aggregate kinds 
of data generated by loT sensors and devices in 
smaller, multiple, distributed data centers so that 
initial processing can be conducted to provide 
capture and response values in real-time. These 
include big data centers, distribution data centers, 
and micro data centers. 

3.3. Machine-to-machine communication and 
messaging 

The nature of the IoT requires constant 
communication between different kinds of devices 
and other communication systems, which is very 
challenging (Borgia, 2014; Alam and Al Riyami 
2018). In addition, there is no standard for an open 
IoT communication protocol, which may further 
complicate the communication process (Husein, 
2019). Communication protocols are key elements 
for IoT devices, sensors, and applications as they 
represent the main support for data flow and traffic 
among internal and external networks (Husein, 
2019). Basically, research has been focussed on two 
broad categories related to M2M: The routing issues 
and the end to end reliability (Borgia, 2014). While 
several MAC protocols have been proposed for 
different types of domains with frequency division 
multiple access, carrier sense multiple access, and 
time division multiple access for small traffic 
competence that is accident-free, more integrated 
circuits in nodes are correspondingly essential 
(Husein, 2019). Borgia (2014) reviewed and 
discussed the M2M communications challenges in 
the context of the IoT thoroughly. 

3.4. Interoperability 

The interoperability issue has been widely 
reported in the IoT literature (Padyab and 
Ståhlbröst, 2018; Vermesan and Friess, 2013). In the 
IoT environment, interoperability among different 
kinds of data, networks, applications, and services is 
a requirement (Borgia, 2014; Díaz et al., 2016). The 
nature of the IoT is very complex, and 
interoperability is a key challenge (Gubbi et al., 
2013; Borgia, 2014; Shin and Park 2017). This is due 
to the fact that IoT operation requires large and 
various devices at different levels; thus, it must have 
the ability to communicate and exchange data 
between these devices (Padyab and Ståhlbröst, 
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2018; Díaz et al., 2016). In general, there are four 
types of interoperability: Technical, syntactic, 
semantic, and organizational interoperability 
(Čolaković and Hadžialić, 2018). Another challenging 
issue is how interoperability can be achieved across 
legacy systems, achieving consistent integration and 
interoperability of virtual and real sensors 
(Vermesan and Friess, 2013). 

3.5. Reliability, availability, and robustness 

The reliability and availability of an IoT service is 
a significant challenge. It depends upon the 
consistency and obtainability of the communication. 
Nodes in the IoT might experience problems and 
failure for various reasons, including software bugs, 
limited energy, hardware failure, and malicious 
attacks. Thus, the reliability and robustness of 
services are an important and challenging issue 
(Alam and Al Riyami, 2018). The consequence of any 
loss of communication may be enormous financial 
fatalities, or it may even risk lives, in the case of 
Industry 4.0 and an intelligent transportation 
system, respectively. This problem may occur due to 
two reasons, either device failure or link failure. For 
link failure, there may be different solutions, but the 
provision of buffering or caching and the use of 
dynamic spectrum access are the prominent ones 
that can be pursued. In the case of device failure, 
redundancy in devices can be introduced. This 
calculation and placement must be done during the 
planning phase (Islam et al., 2015). The same 
solution can also help in the mobile maintenance of 
the services. The modern IoT as a challenge for 
higher education (Khan, 2018) is the acceptance of 
the IoT in the industry (the so-called Industry 
Internet of Things [IIoT]) and the requirements for 
higher education in the period of the fourth 
industrial revolution. ‘IIoT’ is similar to another 
term, ‘Industry 4.0’. 

3.6. Technological architecture issues 

The IoT is still an evolving practice, and in order 
to utilize it effectively, there is a need to develop, 
maintain and integrate a robust technological 
architecture, including cloud computing, wireless 
technologies, artificial intelligent sensors, machine 
learning, blockchain, big data analysis techniques, 
server technologies, and data center technologies, 
which is very challenging (Borgia, 2014; Čolaković 
and Hadžialić, 2018; Alam and Al Riyami, 2018). IoT 
systems should be developed within open IoT 
technological architecture that ensures the 
integration of various technologies, mobility, 
scalability, interoperability, openness, and 
modularity in a heterogeneous environment and 
service continuity (Čolaković and Hadžialić, 2018). 
Overall, the technological architecture that needs to 
be addressed is related to general architecture, 
process architecture, software architecture, and 

hardware/network architecture (Whitmore et al., 
2015; Čolaković and Hadžialić, 2018). 

3.7. Standardisation 

To improve the IoT’s efficiency, it needs to rely on 
unified standards, and this is very challenging due to 
the difficulty in making one single standard for the 
IoT around the world (Whitmore et al., 2015). This is 
because the IoT is a complex system that requires 
the connection and interconnection of 
heterogeneous sensors, devices, actuators, software, 
systems, and networks, all of which have their own 
unique protocols to communicate, exchange and 
share data. Although there has been some progress 
regarding the development of some standards, for 
example, Open loT Stack for Java by Eclipse's 
foundation, the ongoing standardization initiative at 
ETSI and oneM2M, there is still a lack of common 
standards, which is one of the main challenges faced 
by the IoT (Padyab and Ståhlbröst, 2018; Aloi et al., 
2017). According to Gubbi et al. (2013), key 
standardization bodies such as W3C, ITU, ETSI, IETF, 
IEEE, OneM2M, OASIS, and NIST are involved in the 
development of the IoT standards. 

4. Conclusion 

 

IoT is an emerging technology that promises to 
deliver unique services that will impact different 
aspects of our lives. The multifaceted nature of the 
IoT and its wide dependence on a large number of 
various devices, objects, technologies, and platforms 
has made it possible to be utilized in different 
domains and areas of contemporary society. This 
paper introduced a review of the possible 
applications of IoT and its associated challenges. It 
was intended to provide researchers and 
practitioners with some knowledge of the current 
thinking about this emerging topic (IoT applications 
and challenges). Since several governments around 
the globe have shown interest in the idea of the IoT 
by providing further funding to the topic that 
enables further investigation, several future research 
areas can be outlined. One possible area is how the 
IoT can be used in the different areas mentioned in 
this study. 

Another research avenue could focus on one of 
the challenging issues associated with IoT adoption 
and utilization. Moreover, since IoT applications are 
a relatively new phenomenon, more research is 
needed to address how it can be applied in different 
areas of our lives, as well as researching challenges 
in different countries around the world, such as 
security and privacy issues, data management, 
machine-to-machine communication, 
interoperability, reliability and availability, 
technological architecture issues and 
standardization. Fig. 5 shows a summary of the 
prospects for utilizing IIoTs and their challenging 
issues. 
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Fig. 5: A summary of the prospects for utilizing IIoTs and their challenging issues 
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